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(57) Abstract: A first information processing device (1) of a communicator which communicates with an information processing 
device of a communication party through an NAT of the communicator. The first information processing device (1) comprises a life 
setting section (13) for setting a life of a bubble packet to be sent from the information processing device of the communication party 
to record the transmission history in the NAT of the communicator in order to be able to receive the packet in such a way that the life 
of the bubble packet is short enough not to reach the information processing device of the communication party and a bubble packet 
transmitting section (14) for transmitting the bubble packet having the life set by the life setting section (13) through the NAT of the 
communicator. With this constitution, an information processing device capable of adequately setting up communication through an 
NAT with high level of security is provided. 
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[oooi] *mwn, m<Dmmmmmmtmm&ftmm%mmmmim-rz> 0 
Steffi 

[0002] mm, •y—s<$:jrirz>z.bft<, mmmmmmxmm, ^r-y-^rm^mm 

PCI, PC2^ N ^fi^flNATl, NAT2^^LTMff &?T SSi^fc&So NA 
Tl, NAT2}3\ n— #MJUJ(fi MffliSMiJ) ©^-r^— MPTKW^, ilfl HlH 
#J<D^n— ^/HPTKW^<D*BS^#£rff5o ^©NATl, NAT2ft!i, ^K— h 

(D^K— hi:IPTHV^^|^c-efetv^, NATCf ij»9 mxbtiZSfti— ;WM (fcbx.l-£ 
[0003] ^(Dj^&NAT^LTiilff fc*3WC NATULAN WANflJ ^LT^ 
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[0004] ^H^CDSflfrtWfi, J. Rosenberg, J. Weinberger, C. Huitema, R. Many, 
TSTUN — Simple Traversal of User Datagram Protocol (UDP) Throu 
gh Network Address Translators (NATs) J , [Online] , 2003^3^ , [200 
4^3^ 170^5^], HURL: http: //www. ietf. org/rfc/rfc34 

89. txt>*^\ 25JM-^-til, r Advanced Networking Pack for Windows 
ffiU) XP±mm Hl[Hl IPv6^££k^iiilft&;i1-5TeredoJ, [Online], 2 
003^9 J! 29 0, [2004^3 17 0^^], -fV^— ^yHURL:http://www. 
ipv6style. jp/jp/tryout/20030929/2. shtml>^!ESc£tl/CV^ 0 

[0005] U&>L&tfS£>* NAT©tIl^j;oti4, ■fe^y^w— &ft\±£-&%>1zibi^ 

^7w-?^yr.£«ff ^(DNAT^^j-LT^Iff "fa*:, ^tfV^7w-?^y 

[0006] s^/wsfrybti:* Mit^NAT^mit^c^h^it^titi^yb^mm^ 

^ybteb*<DmmmMKtetf%b97^yy'&m±irZ>Z.bl-±, 0*bv^irCttfc 

[0007] ^mm^±mmm^m^i:ir^fc^)ictj:^tifdb(Dx^^ ^<d—^<d g -t 
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[0008] ^mm<Dm<D @ mmmm^n^b^^y^m^^mx-^h, * 

[0009] _hfa g W^£i-3fc#>, ^K^StiMS^gte, fflft 5fe^tt$R^a^m 

mm ^mm mmmm&fr^xmm %n?mm ^(Dmn^mmmxh^x, m 

z>s<7/vs<sryy\z.n\^x^ ^(D/<7*/]s/<^yh$mmft(Dmm^mmmzmmvtf: 

/vy<^yh^ mm ^comm mm^n^^xmm ~rz>/^/w<^y\>mm & 
mx.tih<vx-&z> 0 

[ooio] *mmiz.£%m m^mmm^xti^ ^^^yhKm^m^mm-r^t 
icxv^ irdf-^y^— u^/v(DM^^mmmw^m&^t'mm&mmzm±Lir%z. 
b&x%nz>o ^/v^^yYKm^m^^.t\z.xy), mmmm^n^v^ 

toon] mimin^mm(Dmm<Dnm^x^mm^T^<Dm)^^irmx^ 0 
m2m2^mmm(D^mK^mi(Dmm^Mmm(Dm^^iry*v2^mxh^ 

o 

m3m3nmmM<D^m^n^hu—^—b^mm'r^fc^(Dmxh^o 
mAm^mmmmm^n^bu— ^v—Ymm-r^t^mmmx^^ 
[raastei^iiito^ii^sMf^^^ 
m&mQ\t.m%Mmm\z.£&mm^7^j*(Dmwmm 
mim7tem%M(DKm^£&mm^7^j*<D^w-m%m^ 

■So 

vm^msumummm^^mmiy^r^m^m^— m^-rmx^ 0 
[gi9]gi9^^(7)Mff^^(D— m^i~mxh^o 

[0012] i micommmmmm 
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2 m2(Dmmt±nmm. 

3 mmmmfflmmm 

4 M2<Dmimmmm 

5 

11 iiffftJM 

12 «/-KfH» 
13 

[0013] (HJgOD^B) 

[ooi4] igir*^ii*©^i8i^5ffl^v^A©fli^sr^ > t"ia'c*>5o laucjswr, 
2ir, mi^Mft fta#s«3i, m2(Dmmmmmm4t. y—'<5k&ffi%.z> 0 m<v 

m^6Sr^bT^$^TV>5o -<£>»fi HI$|6J3\ fllfcfi, -*V*— *yKT?*>5o 

[0015] igi-ctt, 0i©aB^i«i»se3. m2<Dmmmmmm4ttti?ti, m\<n> 

[ooi6] mixu^ mi(omm.mmmuu Rxim2<Dmm^mmm2ic^ti^timi 

msOi^z>&, ^mm^mmm^^^xmm^ti^mmmmmmi^ #»ot 
t>j:v\ irtjtfrib, mi<vmm^mmmRx?$52<Dmm^mmm2frbmm\B\m6 

[0017] £fc, UlcDfflg^a^gl^iiff %(DtfSMtiLt 

mffu m2(Dmm&mmm2tmmft(Dmm®immmbi,xm{Eir%m^^ * 
xmn-tz> 0 ^x\ aft 5n£>f# mttmmmtn. mi^m mmnmmtm2(Dm 
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[0018] 02te, Hl^ft#M^l(D*^^i-^n5/^|gT*fe6o IS2tel:j3VvT\ fgl 

(oft m^mmmm, mmmmmit, ^«y-Kttwi2, #^^gpi3^ ^ 
[ooi9] afmiMim. ^KDft^Ma^git, Mft 9c<Dm2(Dffimmmmm2t<Dm 
[0020] ^«y-Ki+wi2^, mi<Dffimtemmmfrb<D*ffiy—h*<D9k&mfctz 0 

«IL/— K©|fe©tHBS[ri, hi/— b(31J;oT^ToT^j;<, TTL (Time T 

mm-r^kKXoxnoxhxw ^mmmmxi^ h^—^—hKx^x^m 

[0021] m^mm^i3^ s*zf/^^h&f^i4&mfatt'*zf/w*^hizttLx, ^ 
(D^^^/w^^h^iaff5feo^2(Dfflff0j^^e4^^jMb^v>f5ffl(o#^^s 

i-5o 5tMM5ME*fBl3ra:, ^*iy-Kf-f-Wi2^ff#:Lfc^«y-Ko#:^S^v>T 
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SiatttDir^X) &M^&^btfX^Z>h<DXfj:<Xtefj:h^ \ /^>/^^h!i, 
[0022] #^^^§|S13«, /^;W^yh^^ P "/VV7K^^^-/VV7K 

mm-rzx? k amt>^ mm ^™ ^-m^mimmmm^hmmv^ \t5 W 

[0023] ^^Vw^^h^ff fpi4tt, ^fg^|flS13^^U7t#^Sr^ri-5^^w-?^ 
X\^Z>s<7*/l"<^yh$:%t<m1rZ> 0 ^tfV^/W^s/MS. fflx.\*£. UDP(User Dat 
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a Protocol) <D£5f£a^?i/ 3 >'UXQ<Ds*vbaMZ£<>Xxk^&iriZ>o 

[0024] M2<Dmm®immw:2}^ mi<Dmmmmmm:i^bmm^titc^/w<^ybK 

m&2k<Dmv<D$&i<Dm&wtt&ma, M2<Dmim\wmm4&^tc.mimm±L 
irzz.tittz> 0 Mm^^yhtit, ^/w<^yb<Dmm^tcmi<Dmmmm 
mm<vtf— hKMvxmm&tiz/^ybxfoZo &^c&^7w^h^ff$ 

m3&frvx^:mir%-b&x%Z) 0 -(Dmm^yua^ i^b^mm^^nx 

[0025] MKDmimmmmste. mi^mmmmmmi^mm tstitc^yK fcsv^s 

, H 1 (Dff m%±MmW: 1 fc&im &frlfcs<Sry h<DTK W^^fi^NAT (Network 
Address Translation) COm^^i-^UXh^o Affcftjfcfcfc. UlcDttfMS 

mmiwxmm^tix\ ^n—x/vtzrv^^ m\tmUQmx^.m^fix\ 
-svPteTFuxttDmKmm&ftjo ^mi^mm mmmm3i^ /v—^isrm 
m&mir%h(Dx&><9. ^m/-bw^m2^nYmir^m/-n^^fh^o fc*5 

[0026] f|2(DM{f ffjij^g4t, TKl/^^m^f 5NAT(D^|g^i-^, UlCOMfgrlU 
[0027] fc*3, ^KDMff fM^g3, H2(DMff$IJ^l^4-e^ffl$^^ff^-h#J'9^ 

(D^-ec^Mff &m3L-rz>tctb \cs<7*/w<^yb<Dmim>&mxfo%m&tcmc. m 

mmmmrns, m2<Dmm mmmm4n, v^^i^hy^^K^-^NAT^tg 
[0028] ^w^5«, ^ioft^s^©i^ii2<Dff m%±mmm2b<DmxcD-f—;<5&$~ 
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o 

[0029] ^m/-^mm2^m/-^m^mi-^mK^^xm.m'r^o - 

iPTb*ux&M~btfx%nz>o 

"C^ff$tL^N^5/h(D^^-e$)So Z.<D^xy9*<try\*\ZX3.^ TTL(Time To Live 
)&WLl£&fiX\^o e ?xw9'*>ryY<DTYU&^ rpmy—b^mmirZ^bKlfdtfM 

o^^s/Mi cpli/^-K5 1 t^Jo V ^"CTTL = 0^«9 , ICMP^-fi^^— y^K IC 

T^So **3, ICMP^^^>— t^K^M$&V^»/— KWl^im, fp«/ 
-Kf-f-Wl2«, ^AT^h^ofc#^ Hk(D^^y?s<sryb&mm ~tZ> 0 ^y 

?s<y-yb&m2<Dmimm?mm4Kmm'tz>b, icmp^?— br^v— ^y/v&m 
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[oo3i] /^*d\ ^^-e^hi/— h^2(Dii^t mw&m^z.m^xftym&iz.^^xm 

[0032] Jfcte, ^JfeOT^ffii^aaff ^^^:&it3jgltf>lf #Mgtlil2©tf 

mmmmm:2t^mm &m&irz>mm^\,^x^ m5&m^^xm,mirz> 0 
—^5<DWfrK£^xMi<Dm<mmmm3.W2(Dmimmmm4<Dmmmm6iM 

[0033] C^y^SlOl) tpm/— KfH»12te, Jf§2<Diiff $IJ#Sg4«^^^y-K 
[0034] (^^ysi02)#^^g|5l3«. ^J»/-KI+Ml2^J;?)^li/-K(D^:(D 

[0036] (^5/7°S104)/^7W/N^h^f §|514^. #^K^§R13^J;o-C^^$tV7t# 
^^i-S^^^VWN^h^H2(Dalff$lJ^^g4^^ff-rS 0 -©/^VW^yMi 

<D^s*/W<^yhte, ^5^h*&V^\ HIS, Jg2<DMff HjlJ$Pi£®4^ff 

[0037] (^5/^°S105)i^— /^5«, P^"T^S103Xmm^ntc^—h^mm^^yhKX 
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[0038] (J^y:/S106)1^w^5^;^:y:/S105l:1tftl-^ 

t*. m&tDXyi^ Mi<vmm »pism3, H2oMft f&j^igm^^hy^^K^ 
ft 0ij^igg3, m2(Dmm mmmm, y—^5<Dmmmm6m<D&iPTh*ux^ 

[0041] HlCOilff0IJ^^©3:2O2. 132. 10. 6 

H2C0ilff$IJ^^g4:131. 206. 10. 240 
lJ-w^5:155. 32. 10. 10 

If*. 1J— /^5(DIPTK^ri55. 32. 10. 10J £&>fe7^C#>£noT3o«9, ^ 
5M*fLT, Ml<7>m #^aSgl^#^IDri234567890j^Mff 1~5„ ^ 
(D^^ID<kb-C^, f?!lx.^\ MACTHV^#(DGUID (Global Unique ID)^ffl 

v^^t^5 0 ^«^iD<«{f mi(Dttwasgi(D^-hPi^^. jgi 
t>ti§o z.<Dmm taot, ^—^5^ m^tt witioKiDi, mi<D 

iift$lJ#|g®3OIPTKl/^r202. 132. 10. 6J HKDMff 0lJ^^g3^*5tt§ 
hP2(D^— h#^ri0034j££&l£^/^-et3 o ^^(Dtt#«, ^w^5^*d 



WO 2005/109785 



11 



PCT/JP2005/007296 



[0042] i2©tt«ast2t), m<Dmmtimmw.itmmz.Lx, M2<Dm m%mm 

©2(D^IDr9876543210j^m i~^o Wlfe^ m2COm\m\W^U4COlPT 

K^ri3i. 206. io. 24oj£, M2<Dmn%±nmm2CDmmvt, m2<Dmmmm 

[0043] MKvmmfcmmmitK mm^mMir^m2(Dmm^mmm(Dmm^ 
98765432ioi^—^5Kmmir^tKX'o,m2<Dmm^mmm2^(Dmmm 

n^M^W:l\^2COmitMW^W:4COIPTVU^n31. 206. 10. 240j£, ^K— h 

[0044] ^KDttMa^iocpiiy-Kf+wi2», m2(Dmitmm^m.4(Di-pTYu 

^Tl31. 206. 10. 240j^bThl/— h^ff-r^-^^ { 9^2(Diifff|jlJ 

m^U4i^(D^m/— Ko»tf#ci-§(^^°sioi) 0 z.(Dwm^ H3, H4 

^tvxm^m^ 1 3 «-r 0 
[0045] m^mm^i3^ ^my-vim^i2\zx^my-^m(Dtm^^^fm 

ICMP^-fiv^^— T^^X^X^ms—FfrhM^X^fcIPTFu^sfti 
y*7V/<^yYJ£WM~tZ> £5 lZ./<7*S]//<^yh<DTTL&$tfeir& (^5/^°S102) „ 

>f((Z)TTL^^^VWN^r5/h(DTTL«kb-C5^Si-So M £5 f-flMr^K^i- 
^ir^^o ^-e«, Mi<vmmfam^mifrh2mncDrpmy— k^pwwk 

[0046] Mff $!tf«ll^ ^KDff^^SiggKD/K— hP7^)^i^— /^5(D^— hP9t^^ 
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si03) o tf?— hP9te, ^w^5d^Jg^$tt^— hX&Zb1r% 0 j&}8, hP 

mm3 ^ wc, mit icmv ^ xhfht^— hps ok— h## r 1 0040 j ) v ^xm 

hP8©#— h#-^rioo4oj^w$^r, (^^°si05) o 

[0047] ^?7W^S>h3£fi SP14tt, TTL=2(Dx^^>W^<$r5/b^||2CDaff 0J|*^4(D 
hP5^[R]itT^ff-r§ (^y^S104)„ ^^^/W^s/hOTTU^ Hl<D 

©fflftfW#PSe4K:tt^UfcV \ 

[0048] ih— s<5i^ i^LTV^^/W^jyhMftxH— hP8(DzH— h##ri0040jt, 
^KDaaff$U^I^g3(DIPTHV^r202. 132. 10. 6j£\ hP5£r:frL-C^2£> 

flNR«yasiS2ij:a^ii-5 (^^7 o si06) o 
[0049] ^2<Dff m$&nmm2\^ mi^>mmmmmm^>iPTh^^t, ^-bP8£>^-b 

sryh&mmirz>m70m)o ^mt^yhfe, Mi<Dmmmmmm<D7$—bP8 
x^tftmbti. m&m mt&mmw:i(Dtf—hP7iz:m£tiz> 0 -m^-l-c, mi 
©ttiMitii, ^2(Dft m%±mmm2t<Dmx<Dmm ^m^u mi 
(Dmm^Mmmit, m2<Dmm®!mmm2bfe&rM<D^r—?<Dmm . ^mm^no 

[0050] /^*d\ ^.(DMi^mXi^ /VVTY^^frhfv— sWTFUXKs^yh&tpM 

-rs ^m/-Y(o^ mm jt^mi^m m^mmmi KMi^xm.^ «/-k c-r 
mwrnm mwmm3(D7^(D^m/—v) K^^<^yh^mmir^b^ 
x%%£?^ mifrmm»3dmi$&mmir%m^^^xm,misfcf)K 

#!|-e$?oT, fi)5z6(7)j;5^, #^^^§1313^, s^/Vs^yY&Jfn— sVPTFUXfa 
^^SbTt>i<,/^yVw^^h^Mff5fe^^2(DMmffjiJ#^4^iiJSi-^^ 
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[0051] 0tlx.fi. tfJjWL/— TO^lCtt, ICMP«^V^<Dt>&(9#3 0 Hffcl^m, 

-#^ft m-m m<Dmm mmmmizmm mm&mirz.k&x% 
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[0053] &l±(d£5k, ^mm&i&MKx&mm^TM.Kxtu-f^ n©ttwiti 
2(Dmn&nmn2t<Dmx(Dmm<Dm&&Mmzft?^b&x%n%o 

[0054] *fc, ^n-/VV7K^^^n-/VV7K^O/%h© tpffl&ff 5 — 

[0055] ^*d\ ^^jfeo^-e«, *m;—FtYmm2&*m;—\ f (Dm&ftr%tu 
wc^^Km^^xm^mmm3^<y/w<^yh(Dm^^ir^m^^^x 

mri j ^ ri j ^mwi^t^2] ^TTi.bx.xn'M.-r^bK^ox^/v^yYcDm^ 
(Dmfe&ft<>xh^\ 

&mv^mmx&oxh^\ z.<DWr&ia-z, m^wt^M>im^ mm %<o%2(Dm 
m%±MmM2\z.wMv^ ^m^>0-^^yy^^yh(Dm^b]^xm^ir^ o ^<d 
£?\z.irz>~bx\ mm (DYyy^y^m^^^m^mmr^b^x^n^ 0 ~<d 

£5 Kni£\jrdm&Kmmx-hz> 0 
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[0057] ^rnm<D^mx^ mm mw^m^^hv?^^— vNAToitg^t 

[0058] £fc, ^^7— KtfMi2^j;§^j^y-K(0#:(Dtf#:(ci^v>T,^Jfe(D^T* 

[0059] *»t/— ^$Ym^i2Kx^my—^(Dm<Dnm^^^x^mm<DMmx 
jw^m, uDP<D^^yb^TTL^mm^>yuy>b^^bm^xm 

mi^Xi^m^n, ICMP^Ax^i/- ^VK£MLT^fc^«/— K<Z>IPTKl- 
TtJ:V> 0 -^LT, ^<D?u—/VUTVU^&M^X%fcm&<DUnP/<y-yhKnm£ 
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[0060] ^MM<DJ&WtXl^ /^S^'*&yb<D0tit<DWlfe&TrL<DWtMfc£<>X$T5 

[oo6i] *fc. *mn<Di&nx^ mnmimmmm. ^^(ommmmmm^N 

^077W*-^ (Firewall) ^tg^rWi~6^<^-T?feo £V\, 
fl^n— /VHliJ (Mff 0^6) ^o/^/^h©MiaotIl©Mf|illP 

vh\zsBLM£tiz>z.b\z£<>x, mi<Dffim&mmmk%$2<Dffim*B!mmm2k<Dm 

[0062] &4b\ JflKDMff 3i!|#i£®3, &TJ?|g2<Diiff f&IH|l§6fi43&S>>N— K?*T£L/rffif# 

(Dffimt&mmmi*. m2<Dmm^Mmm2^hmimtitimm^^yh^m^ir 
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